Five essential characteristics of on
demand self-service, broad
network access, resource pooling,
rapid elasticity and measured
service.

Cloud Services Measurement
Initiative Consortium (CSMIC), who
created a framework to establish
measures for quality of cloud
services (Service Measurement
Index, SMI [2])
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The consumer does not control or
manage the applications or the
environment in which the application is
running. In this model the end user and
the consumer organization generally have
very limited capability of customizing the
user interface of the cloud service

Platform as a Service (PaaS): provides
consumers with the ability to deploy
applications created or acquired by the
consumer using programming languages,
libraries, services, and tools supported by the
provider.

provides consumers with the ability to
provision processing, storage, networks, and
other fundamental computing resources
where the consumer is able to deploy and run
arbitrary software, which can include operating
systems and applications. The consumer does
not manage or control the underlying cloud
infrastructure but has control over operating
systems, storage, and deployed applications.
For instance, Amazon Web Services
(http://aws.amazon.com/) provide an IaaS
environment to their consumers who can
develop personal applications using languages
and tools of their choice.

IaaS

Useability

Max flexibility but reqexpertise

Usability is the extent to which a
system, product, or service can be
used by specified users to achieve
specified goals with effectiveness,
efficiency, and satisfaction in a
specified context of use. [8]
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Cloud Service Capabilities

ability to customize feel of the user
interface and customize service
functionality
Accessibility:

Customization

including ADA

Cloud services should allow consumers to
change their user interface to suit their own
needs. An organization may choose a
standard customized interface for all their end
users to ensure lower maintenance needs.

Consumers should have complete ownership
over the data they store in the cloud services
they use. Users should be able to declare the
policies on its usage (in advertisements, other
services etc.). For instance, if a consumer
uploads pictures to a cloud service, the
consumer should be able to determine how
that image is used or who has access to it.

Personal
Data Ownership

multiple access authentications will have to be
implemented in a seamless manner so that the
consumer is not aware of the number of
authentication/authorization steps they have
to go through to access their applications on
the cloud.

Identity Mgmnt

Control

Control: The consumer should have a sense of
control over the functionality of the cloud
service

Reliable

Valuable

Secure

Identity Management (Authorization):

Trust

Cloud Useability 2017 NIST.mmap - 1/24/2017 - Mindjet

The cloud service should not allow
unauthorized users to access user
data or execute any process. The
organization will designate an
administrator who will be able to
maintain the list of users and their
authorization levels.

4. Trust: The end user should have
trust in the cloud. How it handles
data, how it facilitates the users’ tasks,
and the general user experience all
contribute to the feeling of trust in
the cloud

. For instance, they should be able to
determine what cookies are set by the cloud
service,
or be able to switch off Global Positioning
System (GPS) tracking if the service is accessed
as a mobile application.

