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Types of Data Breach Class Actions

Stolen or lost computer cases.

Hacking incidents.

Publication of personal
information.

Applicable Law

Federal Law

State

Standing and the Injury Requirement Alternative Theories of Harm

Lost time and inconvenience

Emotional distress

Decreased economic value of PII

Denied the benefit of the bargain.

overview of the issues relating to
many of these novel theories of
injury

Where there's plausible alleged
identity theft or direct financial harm

Causation challenges. Statutory Damages

way in which plaintiffs seek to
overcome the injury hurdle in data
breach cases is to sue under
statutes that provide for statutory
damages or penalties without proof
of actual damages

Where didn't work

Must fall in correct class

State Court

standing limitations in Article III
of the US Constitution do not
apply to state courts

state courts have also reached the
conclusion that the risk of future
injury alone is insufficient to
support a claim,

Credit Monitoring

General Privacy Interest & Publication on internet

Avoiding REmoval to FEderal Court

Class Certification

Statutory Damages

fraud on the market theory or the
price inflation theory in the
consumer context

Expense Issues

The desire to avoid years of
litigation that can result in negative
publicity and lasting reputational
impact that outweighs any actual
monetary exposure.

The expense of defending these
cases. A recent study found that the
average cost to defend a data
breach litigation is about $575,000
(NetDiligence, Cyber Liability &
Data Breach Insurance Claims, A
Study of Actual Claim Payouts, at
6 (2013)
<http://www.netdiligence.com/files/CyberClaimsStudy-2013.pdf> ),
even though a vast majority of data
breach class actions are resolved
either by dismissal or settlement
early in the case.

International issues

potential regulatory exposure.

Structure of Settlements

Free credit monitoring or identity
theft insurance services for class
members.

A claims fund for class members
who may file claims under certain
circumstances, such as proven
financial loss.

Coupons or services.

A cy pres fund.

Injunctive relief.

include provisions for class
counsels' fees and class
administration expenses.
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